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Compte Rendu Installation Service WEB

Partie 1

1. Installation service WEB

Installer les paquets epel + installer les différents services

sudo yum install -y epel-release
sudo yum install -y nginx php php-fpm php-mysqglnd mariadb-server

php-8.8.38-3.e19_6.xB6_64 php-cli-8.8.38-3.e19_6.xB6_64
php-fpm-8.8.38-3.e19_6.x86_b64 php-mbstring-8.8.38-3.e19_6.x86_64
php-opcache-6.8.38-3.e19_6.x86_64 php-pdo-8.8.38-3.e19_6.x86_64
policycoreutils-python-utils-3.6-3.e19.noarch puthon3-audit-3.1.5-7.e19.x86_64
python3-1ibsemanage-3.6-5.e19_6.x86_64 puthon3-policycoreutils-3.6-3.el9.noarch
python3-setuptools-53.8.8-15.e19.noarch rocky-logos-httpd-98.16-1.e19.noarch

omplete?
[ jbludoh@localhost ™1

Changer le port d’écoute :

sudo nano /etc/nginx/nginx.conf
server 1

listen g8a:

listen 8888 default_server:

listen [::1:88:

SErVEr_name _;
root susr-share-nginx-html:

Ouverture des ports :

sudo firewall-cmd --add-port=80/tcp --permanent
sudo firewall-cmd --add-port=8080/tcp --permanent
sudo firewall-cmd --reload

sudo firewall-cmd --list-ports
[ jbludoh@localhost nginx1S sudo firewall-cmd --add-port=8888.tcp --permanent
Success
[ jbludoh@localhost nginx1$ sudo firewall-cmd --add-port=88-tcp --permanent
success

[ jbludoh@localhost nginx1$ sudo firewall-cmd --reload
Success

[ jbludoh@localhost nginx1$ sudo firewall-cmd --1ist-ports
G8-tcp 6B8A-tcp

[ jbludoh@localhost nginx1$ _
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Test de connexion :

A Non sécurisé  192.168.137.136 ah ) | gr ) =

HTTP Server Test Page

This page is used to test the proper operation of an HTTP
server after it has been installed on a Rocky Linux system. If
you can read this page, it means that the software is working

correctly.

& Mon sécurise  192.168.137.136:3080 as () | iy

HTTP Server Test Page

2. Installation moteur BDD

Lancement de MariaDB au démarrage et configuration :

sudo systemctl enable -now mariadb.service
mysql_secure_installation
mysql -u root -p
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[ jbludoh@localhost nginx1S sudo systemctl enable --now mariadb.service

[sudo] password for jbludoh:

Created symlink rsetcrssystemd-ssystemsmysgl.service + susrslibrssystemd-ssystemsmariadb.service.

Created symlink ~etc.systemd-system mysgld.service -+ ~usr-libssystemd.system mariadb.service.

Created symlink -setcrssystemd-ssystemsmulti-user.target.wants-/mariadb.service + susrslibrssystemd-system mariadb.service.
[ 3429.8526851] systemd-rc-local-generatorl[2861]1: setc/rc.d/rc.local is not marked executable, ski

[ jbludoh@localhost ~15 sudo mysql -u root —p
[zudo] password for jbludoh:
Enter password:
lcome to the MariaDB monitor. Commands end with @ or N\g.
our MarialB commection id is 1@
Server version: 18.5.27-MariaDB MariaDB Server

opyright (c) ZBBH, ZB18, Oracle, MariaDB Corporation Ab and others.

ype 'help:' or 'sh' for help. Type ‘Sc' to clear the current input statement.

riaDB [(nonel 1>

3. Déploiement du site FR et UK

Modification des parametres de php-fpm :

sudo nano /etc/php-fpm.d/www.conf
& jbludoh@localhost:~

GNU nano 5.6.1 /etc/php—fpm.d/www.conf

; Unix user/group of processes

; Note: The user is mandatory. If the group is not set, the default user's group
will be used.

; RPM: apache user chosen to provide access to the same directories as httpd
user = nginx

; RPM: Heep a group allowed to write in log dir.

group = nginx

Création du fichier de configuration nginx :

sudo nano /etc/nginx/conf.d/site_ecommerce.fr.conf

listen 80;
listen [::]:80;

root /var/www/ecommerce.fr/;
index index.html index.htm index.nginx-debian.html sign-up.php;

server_name ecommerce.fr;
location ~* \.php$ {
fastcgi_pass unix:/run/php—fpm/www.sock;

include fastcgi_params;
fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;
fastcgi_param SCRIPR_NAME $fastcgi_script_name;

}
access_log /var/log/nginx/access_ecommerce.fr.log;
error_log /var/log/nginx/error_ecommerce.fr.log;
location / {

try_files $uri $uri/ =dou;
}

Modification du fichier config.php :
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sudo nano /var/www/ecommerce.fr/config.php

> jbludoh@localhost:~

GNU nano 5.6.1 /var/www/ecommerce.fr/config.php

["mysgql_user"]='jbludoh"';
["mysql_pass"]='R5_VsrvWEB#01"';
["hostname"]='localhost";
["mysgl_database"]='FR';
["data_table"]='registrations';

["paypal_address"]='email@domain.com";

MariaDB [(none)]> use FR
Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A

Database changed
MariaDB [FR]> source /var/www/ecommerce.fr/database.sql

Testd’acces:

' @ Pricing Plans and Subscription P2 X @ Pricing Pll%s and Subscription Pa. X —|—

. . A A L
& (O & Nonsécurisé ecommerce.uk ab A7) ¥= @

Subscription Sign up Form

Standard Premium

$10 $20

per month per month

v @ Pricing Plans and Subscl}ption Pz x @ Pricing Plans and Subscription P2 X | —+ —

L AL .
(& A Nonsécurisé  ecommerce.fr a A Yy 7= @ - &

Subscription Sign up Form

Standard Premium

$10 $20

per month per month

Logs:
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sudo ls -lrt

MariaDB [(none)]> GRANT ALL on FR.* to 'jbludoh'@’192.168.218.145° IDENTIFIED BY 'BTSinf02026'
Query OK, 0 rows affected (0.001 sec)

MariaDB [(none)]> FLUSH PRIVILEGES;
Query OK, 0 rows affected (0.001 sec)

MariaDB [(none)]> GRANT ALL on UK.* to 'jbludoh'@’192.168.218.145* IDENTIFIED BY 'BTSinfo2026'
Query OK, 0 rows affected (0.001 sec)

MariaDB [(none)]> FLUSH PRIVILEGES;
Query OK, 0@ rows affected (0.000 sec)

[jbludoh@localhost nginx]$ sudo ls -lrt

total 36

-rw-r—--r——.
-rw-r—--r——.
-rW-r—-———-—.
-rw-r—————.
-rw-r--r——.
-rw-r--r——.

root root 587 Dec 5 11: error.log-20260130

root root 2935 Dec 5 11: access.log-20260130

nginx root 0 Jan 30 08: error.log

nginx root 0 Jan 30 08: access. log

root root 0 Jan 30 08: error_ecommerce.fr.log

root root Feb 11 11: access_ecommerce. fr.log-20260213

=LCN-T—————. nginx root Feb 13 08: access_ecommerce.fr.log

-CN-T—-I—-—. root root Feb 13 08: error_ecommerce.uk.log

~LN-T—-C——. Feb 13 08: access_ecommerce.uk.log
ibludoh@localhost nginx

RFRRERRR PR

4. Restriction adresse IP

Création du fichier blockip.conf, test avec une IP:

sudo nano /etc/nginx/blockip.conf

% jbludoh@localhost:~

GNU nano 5.6.1 /etc/nginx/blockip.conf
deny 192.168.218.128;

5. Analyse des Logs

Installation et utilisation de goaccess :

sudo yum install -y goaccess
goaccess -f /var/log/nginx/access.log
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Installed:
goaccess-1.9.4-2.e19.x86_64 libmaxminddb-1.5.2-4.e19.x86_64

Complete!
[jbludoh@localhost ~]$ |

2 WEBO1 X % WEB02

Log Format Configuration
[SPACE] to toggle — [ENTER] to proceed - [q] to quit

[x] NCSA Combined Log Format

[ 1 NCSA Combined Log Format with Virtual Host
[ 1] Common Log Format (CLF)

[ ] Common Log Format (CLF) with Virtual Hest
[ 1 wsC

[ 1 CloudFront (Download Distribution)

Log Format — [c] to add/edit format
%h %"[%d:%t %] "%r" %s %b "%R" "%u"

Date Format - [d] to add/edit format
%d /%b /%Y

Time Format - [t] to add/edit format
%H : %M : %S

2 WEBO1 X % WEB02

Dashboard - Overall Analyzed Requests

Total Requests O Unique Visitors 0O Requested Files 0 Referrers 0

Valid Requests 0 Log Parsing Time 1ls Static Files O Log Size 0.0 B
Failed Requests 0 Excl. IP Hits ©@ Not Found @ Tx. Amount 0.0 B
Log Source /var/log/nginx/access.log

> 1 - Unique visitors per day - Including spiders

2 - Requested Files (URLs)
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Partie 2

Création du répertoire et limitation des acces :

sudo mkdir /etc/ssl/private
sudo chmod 700 /etc/ssl/private

[jbludoh@localhost ~]$ sudo mkdir /etc/ssl/private
[sudo] password for jbludoh:

[jbludoh@localhost ~]$ sudo chmod 700 /etc/ssl/private

Commande de génération des certificats :

opensslreq -x509 -nodes -days 365 -newkey rsa:2048 -keyout /etc/ssl/private/nginx-
selfsigned.key -out

/etc/ssl/certs/nginx-selfsigned.crt

[jbludoh@localhost ~]$ openssl req -x509 -nodes -days 365 -newkey rsa:20U8 -keyout /etc/ssl/private/nginx-selfsigned.key
-out /etc/ssl/certs/nginx-selfsigned.crt|

[jbludoh@localhost ~]$ sudo jopenssl req -x509 -nodes -days 365 -newkey rsa:2048 —keyout /etc/ssl/private/nginx-selfsigne
d.key -out /etc/ssl/certs/nginx-selfsigned.crt

ou are about to be asked to enter information that will be incorporated
into your certificate request.

hat you are about to enter is what is called a Distinguished Name or a DN.
here are quite a few fields but you can leave some blank

or some fields there will be a default value,

Tf you enter '.', the field will be left blank.

ountry Name (2 letter code) [XX]:FR

ountry Name (2 letter code) [XX]:FR

State or Province Name (full name) []:Nord

Locality Name (eg, city) [Default City]:Lille

Organization Name (eg, company) [Default Company Ltd]:Ordi Global Corporation|

Generation groupe Diffel-Hellman:

openssldhparam -out /etc/ssl/certs/dhparam.pem 2048

[jbludoh@localﬁsst ~]$‘sudo openssl dhparam -out /etc/ssl/certs/dhparam.pem 2048
Generating DH parameters, 2048 bit long safe prime
et i et e e e e e e e e e e e e e s e e e e e e e e e e e s e s e e e e et ea s e e et et eataaaan

P R P I P R B T B P R R P R W IR N R T PN R P W T RIS E A R
[jbludoh@localhost ~]$

Modification du fichier de configuration des sites en ajoutant Uhttps (Exemple avec le
fichier de configuration du site fr) :

server{
listen 443 http2 ssl;
listen [::]:443 http2 ssl;

ssl_certificate /etc/ssl/certs/nginx-selfsigned.crt;
ssl_certificate_key /etc/ssl/private/nginx-selfsigned.key;
ssl_dhparam /etc/ssl/certs/dhparam.pem;

root /var/www/ecommerce.fr/;

index index.htmlindex.htm index.nginx-debian.html sign-up.php;
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server_name ecommerce.fr;

location ~* \\.php$ {

fastcgi_pass unix:/run/php-fpm/www.sock;

include fastcgi_params;

fastcgi_param SCRIPT_FILENAME

$document_root$fastcgi_script_name;

fastcgi_param SCRIPT_NAME  $fastcgi_script_name;
}
access_log /var/log/nginx/access_ecommerce.fr.log;
error_log /var/log/nginx/error_ecommerce.fr.log;
location /{

try_files $uri $uri/ =404;

% jbludoh@Ilocalhost:~

GNU nano 5.6.1 /etc/nginx/conf.d/site_ecommerce.uk.conf
}
access_log /var/log/nginx/access_ecommerce.uk.log;
error_log /var/log/nginx/error_ecommerce.uk.log;
location / {
try_files $uri $uri/ =ded;
}

}

server {
listen 443 http2 ssl;
listen [::]:443 http2 ssl;

ssl_certificate /etec/ssl/certs/nginx-selfsigned.crt;
ssl_certificate_key /etc/ssl/private/nginx-selfsigned.key;
ssl_dhparam /etc/ssl/certs/dhparam.pem;

root /var/www/ecommerce.uk/;
index index.html index.htm index.nginx-debian.html sign-up.php;
server_name ecommerce.uk ;

location ~* \.php$ {
fastcgi_pass unix:/run/php—fpm/www.sock;
include fastcgi_params;
fastcgi_param  SCRIPT_FILENAME $document_root$fastcgi_script_name;
fastcgi_param  SCRIPT_NAME $fastcgi_script_name;

}
access_log /var/log/nginx/access_ecommerce.uk.log;
error_log /var/log/nginx/error_ecommerce.uk.log;
location / {

try_files $uri $uri/ =ded;
}

OQuverture du port https :

sudo firewall-cmd --add-port=443/tcp -permanent
sudo firewall-cmd --reload
sudo firewall-cmd --list-ports
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[jbludoh@localhost ~]$ sudo firewall-cmd —-add-port=u4u43/tcp --permanent

success
[jbludoh@localhost ~]$ sudo firewall-cmd —-reload

success
[jbludoh@localhost ~]$ sudo firewall-cmd --list-ports
80/tcp UuU3/tcp 8080/tcp

Retrait de Uhttp :

sudo firewall-cmd --remove-service=http
sudo firewall-cmd --list-service

[ﬁbludoh@localhost ~j$ sudo firewall-cmd ——remoGe—service=http

success
[jbludoh@localhost ~]$ sudo firewall-cmd --list-service
cockpit dhcpv6—-client ssh

return 301 https://$host$request_uri/;

# jbludoh®@localhost:~

GNU nano 5.6.1 /etc/nginx/conf.d/site_ecommerce.uk.conf
server {
listen 80;
listen [::]:80;

return 301 https://$host$request_uri/;|
root /var/www/ecommerce.uk/;
index index.html index.htm index.nginx-debian.html sign-up.php;
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Partie 3
[Sur WEBO1] Ouverture du port 3306 sur le firewall :

sudo firewall-cmd --add-port=3306/tcp --permanent

[jbludoh@localhost ~]$ sudo firewall-cmd --add-port=3306/tcp —--permanent
[sudo] password for jbludoh:

success
[jbludoh@localhost ~1% |

Autorisation des connexions extérieures sur le moteur BDD : Modification du fichier
/etc/my.cnf.d/mariadb-server.cnf en décommentant la ligne bind-address=0.0.0.0:

sudo nano /etc/my.cnf.d/mariadb-server.cnf

2 WEBO1 x 2~ WEB02

GNU nano 5.6.1 /etc/my.cnf.d/mariadb-server.cnf

bind-address=0.0.0.0

Attribution des droits d’acces sur le moteur BDD de WEBO1 pour un utilisateur a partir
de WEBO2 :

GRANT ALL on FR.* to 'jbludoh'@’192.168.218.145’ IDENTIFIED BY 'BTSinfo2026';
GRANT ALL on UK.* to 'jbludoh'@’192.168.218.145’ IDENTIFIED BY 'BTSinfo2026";
FLUSH PRIVILEGES;
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MariaDB [(none)]> GRANT ALL on FR.* to 'jbludoh'@’192.168.218.145° IDENTIFIED BY 'BTSinfo02026°';
Query OK, @ rows affected (0.001 sec)

MariaDB [(none)]> FLUSH PRIVILEGES;
Query OK, 0 rows affected (0.001 sec)

MariaDB [(none)]> GRANT ALL on UK.* to 'jbludoh'@’192.168.218.145° IDENTIFIED BY 'BTSinf02026°';
Query OK, O rows affected (0.001 sec)

MariaDB [(none)]> FLUSH PRIVILEGES;
Query OK, @ rows affected (0.000 sec)

sudo cp /etc/haproxy/haproxy.cfg /home/jbludoh/
sudo nano /etc/haproxy/haproxy.cfg
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GNU nano 5.6.1 /etc/haproxy/haproxy.cfg
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A e — & cz Repo r HAProwy L] —_ .
€& (O A Nonsécurisé 192,168.218.147:3080/stats Statistics Report for HAProxy = +++ ) Conversatic
(0) 192,168.218.147:8080
HAproxy Enregistrer votre mot de passe ? X
. . Votre mot de passe sera rempli
Stat’sucs REPOH for Pld 12515 automatiquement |a prochaine fois et sera
. = enregistré sur votre appareil
> General process information d ! i
active UP MNom d'utilisateur External resources:
pid = 12515 (process #1. nbproc = 1. nbthread = 2) active UP. going
uptime = 0d On10m58s; wamings = & 3 haprox v 3 .
system limits: memmax = unlimited; ulimit-n = 8033 acthe DOWR proxy iers + Oniine manual
maxsock = 8023; maxconn = 4000; reached = 0. maxpipes = 0 active or backw
current conns rrent pipes = 0/0; conn rate = Oisec; bit rate = 6.787 kbps active or backy Mot de passe
Running tasks idie =100 % active or backu P 1ema)
Mote: "MOLE"DRY | sssssss I
Queue Session rate Sessions Bytes | [ server
Cur Max Limit Cur Max Limit Cur Max Limit Total LbTot Last In  Out Re Pas maintenant fght Act Bek Chk Dwn Dwntme Thrile
Frontend o 2 -| 1| 2| 4000| 2 oog| p3s
Backend | 0] © o o o/ of am| o o| o=| coof o3z a0 (oo 0
Queus Session rate Sessions Bytes Denied Errors ‘Warnings Server
Cur Max Limit Cur Max Limit Cur Max Limit Total LbTot Last In Out Req Resp Req Conn Resp Retr Redis Status LastChk Wght Act Bok Chk Dwn Dwntme  Thrile
Frontend o o -| of o] 4om0| o of of o of o OPEN

Y
T e A L B L e R

that will

GNU nano 5.6.1 Jetc/haproxy/haproxy.cfg
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