Joachim Bludoh ALT2 BTS SIO SISR

Compte Rendu Azure

Création de la VM WIKUS

Voici des paramétres a inclure ou a modifier dans le cadre de la création de laVM:

e Groupe deressources (ici Pool-TP-R5)

e Nomde laVM (ici VM-WIKIIS)

e Région: Norway East

e Image : Rocky Linux 9 with LVM - x64 de 2e génération

e Taille: Standard_B1s -1 processeur virtuel, 1Gio de mémoire
e Portd'entrée pour’adm

e Portd’entrée pour administration : SSH (22)

e Disque:HDD

Installation de WikiJS

On commence par exécuter ces commandes :

e sudo groupadd --system wiki (création d’un groupe system appelé wiki)

e sudo useradd -s /sbin/nologin --system -g wiki wiki (ajout d’un utilisateur
systéme pour le groupe wiki)

e sudoyum install epel-release

On crée un fichier swap pour résoudre les problemes de mémoire :

[bludoh—joachim@VM-WIKIJS ~]1$ sudo chmod 600 /swapfile
[bludoh-joachim@VM-WIKIJS ~]$ ls -lh /swapfile
. 1 root root 1.8G Oct 31 15:03 /swapfile
[bludoh—joachim@VM-WIKIJS ~]$ sudo mkswap /swapfile
Setting up swapspace version 1, size = 1024 MiB (1073737728 bytes)
no label, UUID=57eb5f7e-91d8-Ufa7-8578-d9396aedacch
[bludoh—joachim@VM-WIKIJS ~]$ sudo swapon /swapfile
[bludoh-joachim@VM-WIKIJS ~]$ echo '/swapfile none swap sw 8 @' | sudo tee —a /etc/fstab

[bludoh-joachim@VM-WIKIJS ~]$ echo '/swapfile none swap sw @ @' | sudo tee -a /etc/fstab
/swapfile none swap sw 0 0

Installation de nano:
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[bludoh—joachim@VM-WIKIJS ~]$ sudo dnf install nano
Last metadata expiration check: 0:82:85 ago on Fri 07 Nov 2025 12:52:57 PM UTC.
Dependencies resolved.

Total download size: 691 k

Installed size: 2.7 M

Is this ok [y/N]: y

Downloading Packages:

nano-5.6.1-7.el9.x86_6L.rpm 639 kB/s | 691 kB 00:01

Installed:
nano-5.6.1-7.el9.x86_6L

Lancement de la commande :

[bludoh-joachim@VM-WIKIJS ~]$ sudo yum install -y git vim wget curl unzip socat mariadb-server nodejs nginx redis
Last metadata expiration check: ©:86:85 ago on Fri 87 Nov 2025 12:52:57 PM UTC.

Package curl-7.76.1-31.el9.x86_6U is already installed.

Dependencies resolved.

Repository

appstream
appstream
appstream
appstream
appstream
appstream
baseos

appstream
appstream

HI\JG\'—‘G\D—‘I\JL\JI\J

redis—6.2.19-1.el9_6.x86_6U rocky-logos-httpd-908.16-1.el9.noarch
socat-1.7.4.1-6.el9_6.1.x86_6U unzip-6.0-58.el9_5.x86_6L
vim—-common—-2:8.2.2637-22.el9_6.1.x86_64 vim—enhanced-2:8.2.2637-22.el9_6.1.x86_64
vim—Ffilesystem-2:8.2.2637-22.e19_6.1.noarch wget-1.21.1-8.el9_U.x86_6U

Complete!
[bludoh-joachim@VM-WIKIJS ~]$|

Installation WikilS :

[bludoh-joachim@VM-WIKIJS ~]$ cd
[bludoh-joachim@VM-WIKIJS home]$ cd
[bludoh-joachim@VM-WIKIJS /1% 1s

libsu
bin Llib sbin swapfile
[bludoh-joachim@VM-WIKIJS /1$ pwd
/

[bludoh-joachim@VM-WIKIJS /1$ cd /srv
[bludoh-joachim@VM-WIKIJS srv]$ sudo mkdir wikﬂ

[bludoh-joachim@VM-WIKIJS srv]$ sudo wget https://github.com/Requarks/wiki/releases/latest/download/wi
ki-js.tar.gz
——2025-11-07 13:12:15— https://github.com/Requarks/wiki/releases/latest/download/wiki-js.tar.gz
Resolving github.com (github.com)... 140.82.121.4
Connecting to github.com (github. com]llﬂﬁ 82.121.4|:443... connected.

p t t iti .
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Length: 84933287 (81M) [application/octet-stream
Saving to: ‘wiki-js.tar.gz’

wiki-js.tar.gz % >] 81.0eM 106MB/s in ©.8s

2025-11-07 13:12:16 (1086 MB/s) - ‘wiki-js.tar.gz’ saved [84933287/8U933287]

[bludoh-joachim@VM-WIKIJS srv]$ sudo tar xzf wiki-js.tar.gz -C ./wiki
[bludoh-joachim@VM-WIKIJS srv]$

[bludoh-joachim@VM-WIKIJS srv]$ cd ./wiki
[bludoh-joachim@VM-WIKIJS wikil$

Démarrage et configuration de MySQL :

[bludoh-joachim@VM-WIKIJS wiki]$ sudo systemctl start mariadb
[bludoh-joachim@VM-WIKIJS wikil$ mysql_secure_installatiod

Normally, root should only be allowed to connect from 'localhost'. This
ensures that someone cannot guess at the root password from the network.

Disallow root login remotely? [Y/n] Y
. Success!

By default, MariaDB comes with a database named 'test' that anyone can
access. This is also intended only for testing, and should be removed
before moving into a production environment.

Remove test database and access to it? [Y/n] Y
- Dropping test database...

. Success!
- Removing privileges on test database...

. Success!

Reloading the privilege tables will ensure that all changes made so far
will take effect immediately.

Reload privilege tables now? [Y/n] Y
. Success!

Cleaning up...

All done! If you've completed all of the above steps, your MariaDB
installation should now be secure.

Thanks for using MariaDB!
[bludoh-joachim@VM-WIKIJS wikil$
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Authentification :

[bludoh-joachim@VM-WIKIJS wikil$ mysql —u root —p

Enter password:

Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 19

Server version: 18.5.27-MariaDB MariaDB Server

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

MariaDB [(none)]> |

MariaDB [(none)]> CREATE USER 'wiki'@'localhost' IDENTIFIED BY 'Def@ultP@ssword';
Query OH, B rows affected (0.804 sec)

MariaDB [(none)]> CREATE DATABASE dbwiki:

Query OK, 1 row affected (0.000 sec)

MariaDB [(none)]> GRANT ALL PRIVILEGES ON dbwiki.* TO 'wiki'@'localhost’;
Query OK, © rows affected (0.005 sec)

MariaDB [(none)]> FLUSH PRIVILEGES:

Query OK, ® rows affected (8.801 sec)

SHOW DATABASES;

MariaDB [(none)]> CREATE USER 'wiki'@'localhost' IDENTIFIED BY 'Def@ultP@ssword’;
Query OK, B rows affected (0.004 sec)

MariaDB [(none)]> CREATE DATABASE dbwiki;
Query OK, 1 row affected (0.800 sec)

MariaDB [(none)]> GRANT ALL PRIVILEGES ON dbwiki.* TO 'wiki'@'localhost’;
Query OK, © rows affected (0.805 sec)

MariaDB [(none)]> FLUSH PRIVILEGES;
Query OK, © rows affected (0.801 sec)

SHOW GRANTS;

MariaDB [(none)]> SHOW GRANTS FOR 'wiki'@'localhost’';

2 rows in set (0.000 sec)

MariaDB [(none)]> exit
Bye
[bludoh-joachim@/M-WIKIJS ~]$ sudo systemctl enable ——now redis

[bludoh-joachim@VM-WIKIJS ~]$ sudo systemctl enable —-now redis
Created symlink /etc/systemd/system/multi-user.target.wants/redis.service » /usr/lib/systemd/system/redis.service.
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[bludoh-joachim@VM-WIKIJS ~]$ systemctl status redis
redis.service — Redis persistent key-value database
Loaded: ; preset: disabled)
Drop-In: /etc/systemd/system/redis.service.d
Llimit.conf
Active: since Fri 2025-11-07 13:uU8:56 UTC; lmin 6s ago
Main PID: 20422 (redis-server)
Status: "Ready to accept connections”
Tasks: 5 (limit: 3972)
Memory: 4.8M
CPU: 11%9ms
CGroup: /system.slice/redis.service

L-20u22 "/usr/bin/redis-server 12

Nov 87 13:U8:56 VM-WIKIJS systemd[1]: Starting Redis persistent key-value database...
Nov @7 13:48:56 VM-WIKIJS systemd[1]: Started Redis persistent key-value database.

[bludoh-joachim@VM-WIKIJS /1$ cd /srv/wiki
[bludoh-joachim@VM-WIKIJS wikil$

[bludoh-joachim@VM-WIKIJS wikil$ sudo cp config.sample.yml config.yml
[bludoh-joachim@VM-WIKIJS wiki]$|

db:
type: mariadb

host: localhost

port: 3386

user: wiki

pass: Def@ultP@ssword
db: dbjiki

ssl: false
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Joachim.Bludoh@gasto... @

LYCEE GASTON BERGER W 8

& Ajouter une regle de sécurité de trafice... X
VM-WIKLS-nsg

>

Source (5)

|An}r v|

Flages de ports sources * (0

' Destination @

1 | Any R |
b service @
! | Custom ~ |

Plages de ports de destination * (3
| 3000 ]

Protocole

(:) Any
(o) TCP
(O upp
(O 1cmpus
(O 1icmpva

Action
@ Autoriser

O Refuser

Priorité * ()
| 310 \/|

Nom *

| accesswild v |
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b A VM-WIKUS - Microsoft Azure x =& Wikijs Setup X ar - m} X

€ G A Nonsécurisé  131.163.95.5:3000 B w @

‘~Atlmini3trator Email

The email address of the administrator account

Password ] Confirm Password

At least & characters long /25 Verify your password again

Site URL

hitps://wiki yourdomain com

Full URL to your wiki, without the trailing slash (e.g. https://wiki.example.com). This should be the public facing URL, not the internal one if using a reverse-
proxy

@ Allow Telemetry

Help Wiki js developers improve this app with anonymized telemetry.

Learn more

+ INSTALL

*C[bludoh-joachim@VM-WIKIJS wiki]$ sudo node server

2025-11-07T14:87:47.509Z [MASTER]

2025-11-67T14:07:U47.512Z [MASTER]

2025-11-07T14:87:47.512Z [MASTER] T ==

2025-11-07T14:87:47.512Z [MASTER] : Initializing...

2025-11-07T14:07:48.518Z [MASTER] : Using database driver mysql2 for mariadb [ OK ]
2025-11-87T14:07:U8.526Z [MASTER] : Connecting to database...

2025-11-07T14:07:U48.572Z [MASTER] : Database Connection Successful [ OK ]
2025-11-67T14:07:U8.6U3Z [MASTER] warn: DB Configuration is empty or incomplete. Switching to Setup mode. ..
2025-11-87T14:07:U8 . 6UlZ [MASTER] : Starting setup wizard...

2025-11-07T14:07:U8.899Z [MASTER] : Starting HTTP server on port 3800...
2025-11-07T14:07:U48.900Z [MASTER] : HTTP Server on port: [ 3000 ]

2025-11-07T14:87:48.9089Z [MASTER] : HTTP Server: [ RUNNING ]

2025-11-07T14:07:U48.910Z [MASTER] 3

2025-11-07T14:087:48.910Z [MASTER] ]

2025-11-07T14:07:U8.910Z [MASTER] : Browse to http://YOUR-SERVER-IP:3000/ to complete setup!
2025-11-07T14:87:48.911Z [MASTER] ]

2025-11-07T14:87:48.9117
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& bludoh-joachim@VM-WIKLS

GNU nano 5.6.1 Jete/systemd/system/wiki.service

Description=Wiki. js
After=network.target

Type=simple
ExecStart=/usr/bin/node server
Restart=always

User=wiki
Environnement=NODE_ENV=production
jorkingDirectory=/srv/wiki

JantedBy=multi-user.target
joachim@VM-WIKIJS /]$% sudo nano /etc/systemd/system/wiki.service
[bludoh-joachim@VM-WIKIJS /1% sudo chown -R wiki:wiki /srv/wiki

[bludoh-joachim@VM-WIKIJS /]$ sudo systemctl daemon-reload
[bludoh-joachim@VM-WIKIJS /]$ sudo systemctl enable ——now wiki.service

[bludoh-joachim@M-WIKIJS /]$ sudo systemctl enable ——now wiki.service
Created symlink /etc/systemd/system/multi-user.target.wants/wiki.service » /etc/systemd/system/wiki.service.

[bludoh-joachim@VM-WIKIJS /1§ systemctl status wiki
wiki.service - Wiki.js
Loaded: loaded (/etc/systemd/system/wiki ice; ; preset: disabled)
Active: since Fri 2025-11-07 14:49:49 UTC; 2Us ago
Main PID: 21451 (node)
Tasks: 11 (limit: 3972)
Memory: 53.3M
CPU:
CGroup: stem.slice/wiki.service
/bin/node

VM-WIKIJS node[21451]: 2825-11-87T14:49:50. [MASTER] warn: DB Configuration is empty or incomplete.§
VM-WIKIJS node[21451]: 2025-11-87T14:49:50. [MASTER] info: Starting setup wizard...
VM-WIKIJS node[21451]: 2625-11-67T14:49:50. [MASTER] info: Starting HTTP server on port 36880...
VM-WIKIJS node[21451]: 2025-11-87T14:49:50. [MASTER] info: HTTP Server on port: [ 3000 ]
VM-WIKIJS node[21451]: 20825-11-87T14:U49:58. [MASTER] info: HTTP Server: [ RUNNING ]
VM-WIKIJS node[21451]: 2025-11-87T14:49:50. [MASTER] info: E
VM-WIKIJS node[21451]: 20825-11-87T14:U49:58. [MASTER] info:
VM-WIKIJS node[21451]: 2025-11-87T14:49:50. [MASTER] info: Browse to http://YOUR-SERVER-IP:3000/ tof
VM-WIKIJS node[21451]: 20825-11-87T14:U49:58. [MASTER] info:

node[21451]: 2025-11-87T14:49:50. [MASTER] info: g

[bludoh-joachim@VM-WIKIJS /1% sudo semanage port -a -t http_port_t -p tcp 3000
[bludoh—joachim@/M-WIKIJS /]$ sudo setsebool -P httpd_can_network_connect 1
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Mise en place stratégie d’authentification

Création de la VM AD

# Bases Ve JSON
Groupe de ressources (déplacer) Systéme d'exploitation

ViM-AD Windows (Windows Server 2025 Datacent...
Statut Taille

En cours d'exécution Standard B2s (2 processeurs virtuels, 4 Gio...
Emplacement Adresse IP publigue de la carte réseau principale
Morway East (Zone 1) 121.163.858.54
Abonnement (déplacer) 1 adresses IP publiques associées

Azure for Students

Réseau/sous-réseau virtuel

ID d'abonnement vnet-norwayeast-1/snet-norwayeast-1
7d5ce8aT-786a-4587-b3e3-BcfOcfeaTief Nom DNS

Zone de disponibilité Non configurée

1 Etat d'intégrité

Heure de création
0712025 15:16 UTC

On lance une session de contréle a distance, on renomme le PC en WINAD puis on
redémarre.
System Properties x

Computer Name  Har Computer Mame/Domain Changes x

Windows | You can change the name and the membership of this
on the net computer. Changes might affect access to network resources.

Computer description
Computer name:
WINBD

Full computer name:
Full computer name:

Workgroup: WINAD
To rename this comp Mare...
workigroup, click Chi
Member of
() Domain:
Q Workgroup:
WORKGROUP
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= Connexion Bureau & distance

Impossible de werifier Nidentite de | ordinat eunr distant

P W wous comnrecter 7

Impossible d authentifier I'ordinateur distart en raison de problémes lies & son

certificat de sécurté. La poursuite de | 'opération peut présenter un Asque.
Mom du certificat

&l  Mom figuramt dans le certfficat de |'ordinateur distant
WIrLAD

Emeurs de certificat

Les emeurs suivantes se sont produites lors de la wvalidation du certificat
de I'ordinateur distart -

S Ce cerificat de sécurité m émane pas dune autorité de cerification
digne de corfiances

Woulsez-wous vous connecter malgre ces emeurs de certificat #
] Me pas me redemander pour les connexions a cet ordinateur

Afficher le certificat .. O

On clique sur “Add Roles and Features” et on sélectionne pour les étapes suivantes :

e |[nstallation Type : Role-based or feature-based installation
e Server Selection : Select a server from the server pool. Choisir WINAD

B 131.162.88.94 - Connexion Bureau a distance

& Add Roles and Features Wizard O x

DESTINATIOM SERVER
WIMAD

Select destination server

Dashboard

i Local Server Before You Begin Select a server or a virtual hard disk on which to install roles and features.

il Al Servers Installation T i Select a server from the server pool
ii File and Stor () Select a virtual hard disk
Server Roles Server Pool
Features
Filter: |
Mame IP Address Operating Systemn

172.17.04

Microsoft Windows Server 2025 Datacenter Azure Editic

e Server Roles : Active Directory Domain Services

DESTIMNATIOMN SERWER
& Add Roles and Features Wizard

Select one or more roles to install on the sg " . -
Add features that are required for Active Directory

Roles Domain Services?

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

Active Directory Federation Service

Active Directory Lightweight Direct [Tools] Group Policy Management

Active Directory Rights Manageme| 4 Rermote Server Administration Tools

Device Health Attestation 4 Role Administration Tools

DHCP Server 4 AD DS and AD LDS Tools

DIMNS Server 4 AD DS Tools

Fax Server [Tools] AD DS Snmap-Ins and Command-Line Tools

I~ || File and Storage Services (1 of 12 i [Tools] Active Directory Administrative Center

Host Guardian Service

Hyper-W

Metwork Controller

Metwork Policy and Access Services
Print and Document Services
Remote Access

Remote Desktop Services

Volume Activation Services

Web Server (1I5)

Windows Deployment Services

Puis on lance Uinstallation.

Active Directory module for Windows PowerShell

Include management tools (if applicable)

Add Features | | Cancel
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Ensuite dans “Active Directory Domain Services Configuration”:

e Deployment Configuration : Add a new forest, Root domain name : lab.local

B 131.163.88.94 - Connexion Bureau 3 distance

i

- Select the deployment operation

[ [ Domain Controller Options ] o )
. » ) 0 Add a domain controller to an existing domain
inl Additional Options O Add a new domain to an existing forest

g Paths ® Add a new forest

Review Cptions i o i i i
Specify the domain informaticn for this operation

Preraguisites Check
Root domain name: |Iab.local

e Domain Controller Options : ajout de mot de passe DSRM

% 131.163.88.94 - Connexion Bureau a distance

Domain Controller Options

Deployment Configuration

Select functional level of the new forest and root domain

DNS Options Farest functional level: | Windows Server 2025 “ |
Additional Options Domain functional level: | Windows Server 2025 . |
Paths

Specify domain controller capabilities

SEIE A IETE Domain Name System (DMNS) server

Prereguisites Check Global Catalog (GC)
[ Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Password: |---..--u- |

Confirm password: |---..--u- |
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Le reste des options n’a pas besoin d’étre changé, on clique sur suivant pour le reste et

on lance lUinstallation.
ﬁ 131.163.88.94 - Connexion Bureau a distance

[ Active Directory Domain Services Configuration Wizard = O >
a c h TARGET SERVEFR
Prerequisites Check WINAC
IMicrosort | ® Al prerequisite checks passed successfully. Click “Install’ to begin installation. Show maore x

Deployment Configuration o ) ) . . o )
Prerequisites need to be validated before Active Directery Domain Services is installed on this

Domain Controller Gptions|  computer

B oS-

DNS Options Rerun prerequisites check
Additional Options
aths @ View results

1. This computer has at least one physical network adapter that does not have static IP

address(es) assigned to its IP Properties, If both IPv4 and IPvE are enabled for a netwaork
Prerequisit adapter, both IPvd and IPv6 static IP addresses should be assigned to both IPv4 and
IPvE Properties of the physical network adapter. Such static IP address(es) assignment
should be done to all the physical network adapters for reliable Domain Name System
(DNS) operation.

I, A delegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DMS server in the parent zone to ensure reliable name resclution from outside the
domain "lab.local". Otherwise, no action is required.

Review Options

1, If you click Install, the server automatically reboots at the end of the promotion operation.

On ajoute un acces au port 389 pour que WIKIJS puisse chercher les éléments
nécessaires :
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Joachim.Bludoh@gasto... @

LYCEE GASTOM BERGER (GASTO...

& Ajouter une regle de sécurité de trafice... X
AD-nsg

Source (D)

[ any v

Plages de ports sources * (O

Destination O

| Any » |
Service (O
| LDap v |

Plages de ports de destination (0

389 |

Protocole

Action
@ Autoriser

(:) Refuser

Priorité * ()

| 210 |

MNom *

| accessad \/ |

L'AD est créé, on s’occupe maintenant de 'arborescence :
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B 131.163.88.94 - Connexion Bureau & distance

Server Manager

] Active Directory Users and Computers

File Action View Help

o9 2@ 40 XE LB LPRE

j Active Directory Users and Comp|| Name Type
i Local 1 i ;ﬂ ;‘T’:I:T:cacllueries &Aaron Barbe.. User
- E;AchilleBeaulm User
&S All Ser 2 __—I Builtin %Bruno Cortot  User
s 2
igl AD DS : j ;Gorn::::ecr:ntmllers E;Gaston Gaud.. User
& DNS > || ForeignSecurityPrincipals %:E-u‘?ta:eBall_ Eser

= saie Berengar User
ii File an i —_—I Kes %Jean—‘\’ves hgﬂi User
> | LostAndFound -
> | Managed Service Accoun & Lucréce Dum... User
> [ Program Data %Robert Touc..  User
v |3 | SERVICES Stanislas Noir User
»> 4] COMPTABILITE
v 3T
> (] GROUPES
= UTILISATEURS
> | System
> [ Users
> [ NTDS Quotas
> [ TPM Devices

Authentification WIKIJS avec Active Directory

Dans Authentification, on ajoute la Stratégie “LDAP / Active Directory”

Active Strategies

Local
Local Database

4+ ADD STRATEGY

d| dil UPEIl SUUlCE U

LDAP / Active Directory
Active Directory is a directory service that Microsoft d
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(J’ai créé un compte administrateur pour le paramétrage avec les mémes droits que le
compte que j’utilise pour me connecter)

B 131.163.88.94 - Connexion Bureau a distance

Fﬁ Server Manager
:\ Active Directory Users and Computers

File Action View Help

o 2F 4 8 XE Q=@ RETER

] Active Directory Users and Comp|| Name Type Description

» 3 Soved Queries raminisate. vser

v ;3 lib'lgc.all. %A!Iowed ROD.. Security Group .. Members in this group c..
2 J it P; bludoh-joac.. User Built-in account for admi...

B Local
BE All Se
STRATEGY CONFIGURATION

~ LDAP URL
[5] Idap://131.163.88.94:389

(e.g. Idap://serverhost:389 or Idaps://serverhost:636)

— Admin Bind DN
f-] CN=Administrateur,CN=Users,DC=lab,DC=local

The distinguished name (dn) of the account used for binding.

— Admin Bind Credentials

[} G@ston2526

The password of the account used above for binding.

— Search Base

f-] OU=UTILISATEURS,0U=IT,0U=SERVICES,DC=lab,DC=local

The base DN from which to search for users.

— Search Filter

[} (sAMAccountName={{username}})
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® 131.163.88.94 - Connexion Bureau a distance

=
B Server Manager

3 Active Directory Users and Stanislas Noir Properties ?

File Action View Help | Published Certificates Member Of Password Replication  Diak-in

&= 7 % _{ | l Security Environment Sessions Remote cot
. General Address  Account Profile Telephones Organ
. Active Directory Users and ¢ Remote Desktop Services Profile COM+ Attribute Ec
= > | Saved Queries
B Local: v j?_—‘j lab.local e
ii All Ser > [ Builtin Attribute Value
fgl AD DS > J Comp-uters destinationIndicator <not set>
> 5! Domain Controllers displayName Stanislas Noir
g= DNS > || ForeignSecurityPrin¢ displayNamePrintable  <not set>
H Eile an > J Keys distinguishedName CN=Stanislas Noir, OU=UTILISATEURS,OU

Dans “Group Policy Management” > Forest: lab.local > Domains > lab.local :

e Clic droit sur “Default Domain Policy” > Edit...
e Ondescend jusqu’a “Security Options”
e On définit “LDAP server signing requirements” a None.

b 131.163.88.94 - Connexion Bureau a distance

Fﬁ Server o
| Active U Domain controller: LDAP server signing requirements Pro... 7

File =r -~
"8 & Gre Security Policy Setting  Explain
48 5[ Groy

= File Ag

]

;ji‘ Domain controller;: LOAP server signing requirements
= *

B Cefine this policy setting

B Loc =

h =/ Defau e 9
B anf |V

ac w [ . Modifying this setting may affect compatibility with clients, services,
il AD 3 1 and applications.

o For more information, see Domain controller: LOAP server signing
em DN ™ requirements. (3323659)

Dans “Local Security Policy” : Security Settings > Local Policies > Security Options >
LDAP server signing requirements Enforcement : on séléctionne Disabled (pas comme
sur la capture d’écran).



Joachim Bludoh ALT2 BTS SIO SISR

E@. 131.163.88.94 - Connexion Bureau & distance

i Local Security Policy
File Action View Help | Domain controller: LDAP server signing requirements Enf...
o= 2@ XE =

i Security Settings
» [ 4 Account Policies

Local Security Setting  Explain

Domain controller: LDAP server signing requirements

= .. = Enforcement
w | g Local Policies
5 g Audit Policy
» @ User Rights Assignmen
I:“_'E Security Dptions| O Enabled
s [ Windows Nefender Firewal 1 Nizahlad

On crée une nouvelle regle dans le pare-feu pour ouvrir le port 389.

,-;E 131.163.88.94 - Connexion Bureau a distance

Serv 9 Windows Defender Firewall with Advanced Security

File Action View Help
o= 25 = HE
ﬂ Windows Defender Firewall with| ST R {1 ES
w! Inbound Rules
- Name
&Y Outbound Rules
i L R Connection Security Rules n Inbound Rule WIKLJS Access
> Inbound Rule WIKIJS Access Properties

lE A
i'i'i Al General Programs and Services Remote Compu
- Protocols and Ports ~ Scope ~ Advanced  Local Principals ~ Remot
em D
— ) Protocols and ports
R Fi Pe
s Protocol type: TCP W
Protocol number: 6 o
Local port: Specific Ports W

389




